
  

Detection of counterfeit 
electronic components

with X-ray

Counterfeit electronic components are a great threat to 
electronic product manufacturers, and can have severe safety 
consequences to the consumer as well as big commercial 
costs to the manufacturer, when a counterfeit component 
is detected in their product. 

The problematic counterfeit components 
Checking all components is considered to be impossible to 
do cost effectively by the manufacturers, although they usually 
do perform random tests in batches of components. The de-
tection of counterfeit components is furthermore complicated 
considering that surface mount components are supplied on 
feeding mechanisms, e.g. tape and reels, where the number of 
components can range typically from 1,000 to 20,000. An in-
spection of single components would usually require removal 
from the packaging or reel, although there is no guarantee that 
the inspected is in fact a counterfeit component. 
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The ChipCheck system provides a 
unique cost-effective possibility for 
100 % control of electronic chips, 
components and PCB’s.

X-ray images 
show the difference
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Designed and manufactured in Denmark.
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Automatic imaging technology is 
used for detecting counterfeit com-
ponents. The example shows how 
the grey level discrimination within 
the X-ray image may be used to 
distinguish a good component from 
a counterfeit, simply because the 
grey level of the X-ray image unveils 
the difference, quantitatively, 
between the two.
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Clear deviation between original and counterfeit 
The differences on legitimate and counterfeit components can be very hard 
to detect visually, and the changes that have been made on the counterfeit 
components may look harmless but can cause severe damages to the finis-
hed electrical product if it is not discovered. The two X-ray images a) and 
b) show a legitimate component and a counterfeit component respectively. 

On image b) a red circle is focusing on a white stripe that is not visible on 
the legitimate component a). This white stripe shows that a wire has been re-
moved from the original, legitimate component, and therefore makes it a 
counterfeit component. 
The looks of the inside of each 
counterfeit component differs 
depending on the type of elec-
trical component, but the diffe-
rence between the original and 
the counterfeit component is 
always visible on the X-ray 
images. 



  

It is estimated that the overall cost of coun-
terfeiting in the world is about 5-7% of world 
trade, and the big problem is that the coun-
terfeit components cannot be discovered 
easily. It has therefore been necessary to find 
a solution for discovering the counterfeit 
components that is both cost effective, safe, 
non-destructive, and automatic. 
InnospeXion and the ChipCheck consortium* 
have developed an X-ray system, which 
performs inspections of each component 
at “goods inwards” and it is established 
whether the components are legitimate or 
counterfeit. 

Obvious advantages 
The ChipCheck system is based on a non-
destructive high resolution X-ray technology, 
and is offered as an implemented part of 
the production line. Furthermore, the system 
performs the inspection fully automatically, 
hence providing close to a 100% assurance 
of detection capability, as opposed to 
manual inspection. 

The biggest advantage of the ChipCheck 
system, is that it detects every single compo-
nent and discards the ones that are counter-
feit, without breaking the sealing, damaging 
the component or removing them from their 
feeding mechanisms. 

The main challenge developing an inspection system 
for components has been to produce an intelligent 
system, which detects very small deviating details in 
counterfeit electronics at a price that small electrical 
manufacturers can pay. 

Specifications that 
ensure inspection accuracy 
The system performs the inspection using high reso-
lution X-rays, which enables detection of very small 
dimensions such as the ones in electrical components. 
The speed of the inspection is 1 component per second, 
and the X-ray images allow the dimensional verification 
down to 25 μm of components from 35x35 to 3x3 mm. 

The ChipCheck system is the only existing affordable 
X-ray system for detection of counterfeit electronic 
components.

A revolutionary 
inspection philosophy

Unique inspection 
system at a low cost
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In the ChipCheck system the compo-
nents are mounted on a tape reel, and 
the components move towards the X-ray 
module where the X-ray source produces 
an image of each component. In case a 
counterfeit component has been detec-
ted, it is discarded with the auto rejecter, 
a marking arrangement, or a counting 
technique that uniquely identifies the 
counterfeit position.* The ChipCheck system has been developed within 

the EU Research framework, supported by the European 
Commission. 




